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Sécurité aux Etats-Unis

Le 11-Septembre a enfanté un «monstre»

19 juillet 2010

Les services de sécurité nationale américains mis en place
après le 11-Septembre sont devenus si tentaculaires, se-
crets et inextricables qu'ils sont devenus ingérables. 4
Commentaires

Une vaste enquête publiée lundi par le «Washington Post»,
intitulée «L'Amérique top secrète», est le fruit de deux ans
de travail à laquelle ont participé une vingtaine de journa-
listes du prestigieux quotidien américain, à l'origine du
scoop du Watergate qui avait entraîné la démission du pré-
sident américain Richard Nixon en 1974.

L'enquête affirme que neuf ans après les attentats qui ont
fait près de 3000 morts, «le monde top secret que le gou-
vernement a enfanté (...) est devenu si vaste, difficile à
manoeuvrer et secret que personne ne sait combien il
coûte, combien il emploie de personnes, combien de pro-
grammes existent ni combien de services différents effec-
tuent la même tâche».

Impossible de connaître son efficacité

Conséquence: après «neuf ans de dépenses sans précédent
(...) le système installé pour mettre les Etats-Unis à l'abri
est devenu si dense qu'il est impossible de connaître son
efficacité». «Cet article ne montre pas les services de ren-
seignement tels que nous les connaissons», a réagi David
Gompert, directeur (intérimaire) du renseignement national
américain (DNI), assurant que des réformes menées ces
dernières années avaient permis «d'améliorer la qualité et
la quantité» des missions.

Dans la foulée des attentats du 11 septembre 2001, l'admi-
nistration du président George W. Bush avait lancé le con-
cept de «guerre contre le terrorisme», battu en brèche de-
puis par le président Barack Obama. Agrémenté de nom-
breux graphiques sur plusieurs pages, le travail du Wa-
shington Post est publié en trois parties jusqu'à mercredi et
son premier volet, baptisé «Un monde secret qui grandit
sans contrôle», est consacré à l'organisation de ces servi-
ces.

Redondances et problèmes d'organisation

Le quotidien note que 1271 agences gouvernementales et
1931 compagnies privées, réparties sur 10'000 sites à tra-
vers les Etats-Unis, travaillent sur des programmes liés à la
lutte contre le terrorisme ou au renseignement. Le disposi-
tif emploie près de 854'000 personnes, qui disposent d'ac-
cès à des informations secrètes, et 33 bâtiments ont été
construits ou sont en cours de construction rien que dans
l'agglomération de la capitale fédérale Washington.

Le «Washington Post» souligne que l'ampleur de cette bu-
reaucratie entraîne des redondances administratives. Le

journal observe par exemple que 51 organisations fédérales
situées dans 15 villes différentes sont chargées de sur-
veiller la circulation des fonds des réseaux terroristes. «Il y
a probablement des redondances et des problèmes d'orga-
nisation», a reconnu le Pentagone. «Mais il faut rappeler
dans le même temps qu'il n'y a pas eu d'attentat majeur aux
Etats-Unis depuis le 11-Septembre», a-t-il néanmoins rele-
vé.

L'énorme machine de renseignement américaine produit
des rapports en si grand nombre -quelque 50.000 rapports
par an- que «beaucoup d'entre eux sont tout simplement
ignorés». Le journal rappelle qu'en raison de ces erre-
ments, le renseignement américain n'est pas parvenu à em-
pêcher l'attentat raté sur un vol Amsterdam-Detroit le jour
de Noël ou la tuerie de Fort Hood, au Texas, qui a fait 13
morts en novembre. L'enquête du Washington Post est
également disponible dans une version enrichie de nom-
breux graphiques interactifs sur internet. Le quotidien ex-
plique qu'en raison de la nature sensible du sujet, des res-
ponsables du gouvernement américain ont été autorisés à
avoir accès à l'enquête avant sa publication et que certaines
informations ont été retirées.

National Security Agency (NSA)

Headquartered in Ft. Meade, Md. | Official Web site

The National Security Agency (NSA), established in 1952,
is the cryptologic organization responsible for protecting
U.S. national security information systems and collecting
and disseminating foreign signals intelligence (SIGINT).
Areas of expertise include cryptanalysis, cryptography,
mathematics, computer science and foreign language
analysis. NSA is part of the Department of Defense, and is
staffed by a combination of civilian and military personnel.
NSA’s headquarters is at Fort Meade, Md.

The Signals Intelligence Directorate is responsible for un-
derstanding federal government and military intelligence
information needs, and for the collection, analysis and
production, and dissemination of SIGINT.

Operating under the authority of the defense secretary, the
Information Assurance Directorate ensures the availability,
integrity, authentication, confidentiality and non-
repudiation of national security and telecommunications
and information systems (national security systems).

The Central Security Service (CSS) oversees the function
of the military cryptologic system, develops policy and
guidance on the contributions of military cryptology to the
Signals Intelligence/Information Security (SIGINT/INFO-
SEC) enterprise, and manages the partnership of NSA and
the Service Cryptologic Components. NSA as a whole is
known as "NSA/CSS."

The NSA/CSS Threat Operations Center monitors the op-
erations of the global network to identify network-based
threats and protect U.S. and allied networks.

The National Security Operations Center is a 24/7 opera-
tions center that, on behalf of the NSA/CSS, provides total
situational awareness across the NSA/CSS enterprise for
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both foreign SIGINT and Information Assurance, main-
tains cognizance of national security information needs
and monitors unfolding world events.

The Research Directorate conducts research on SIGINT
and on information assurance for the U.S. government.

National Security Inc.

In June, a stone carver from Manassas chiseled another
perfect star into a marble wall at CIA headquarters, one of
22 for agency workers killed in the global war initiated by
the 2001 terrorist attacks.

The intent of the memorial is to publicly honor the courage
of those who died in the line of duty, but it also conceals a
deeper story about government in the post-9/11 era: Eight
of the 22 were not CIA officers at all. They were private
contractors.

To ensure that the country's most sensitive duties are car-
ried out only by people loyal above all to the nation's in-
terest, federal rules say contractors may not perform what
are called "inherently government functions." But they do,
all the time and in every intelligence and counter-terrorism
agency, according to a two-year investigation by The
Washington Post.

What started as a temporary fix in response to the terrorist
attacks has turned into a dependency that calls into ques-
tion whether the federal workforce includes too many peo-
ple obligated to shareholders rather than the public interest
-- and whether the government is still in control of its most
sensitive activities. In interviews last week, both Defense
Secretary Robert M. Gates and CIA Director Leon Panetta
said they agreed with such concerns.

The Post investigation uncovered what amounts to an al-
ternative geography of the United States, a Top Secret
America created since 9/11 that is hidden from public
view, lacking in thorough oversight and so unwieldy that
its effectiveness is impossible to determine.

It is also a system in which contractors are playing an ever
more important role. The Post estimates that out of
854,000 people with top-secret clearances, 265,000 are
contractors. There is no better example of the government's
dependency on them than at the CIA, the one place in gov-
ernment that exists to do things overseas that no other U.S.
agency is allowed to do.

Private contractors working for the CIA have recruited
spies in Iraq, paid bribes for information in Afghanistan
and protected CIA directors visiting world capitals. Con-
tractors have helped snatch a suspected extremist off the
streets of Italy, interrogated detainees once held at secret
prisons abroad and watched over defectors holed up in the
Washington suburbs. At Langley headquarters, they ana-
lyze terrorist networks. At the agency's training facility in
Virginia, they are helping mold a new generation of
American spies.

Through the federal budget process, the George W. Bush
administration and Congress made it much easier for the

CIA and other agencies involved in counterterrorism to
hire more contractors than civil servants. They did this to
limit the size of the permanent workforce, to hire employ-
ees more quickly than the sluggish federal process allows
and because they thought - wrongly, it turned out - that
contractors would be less expensive.

Stars engraved on the wall of the CIA represent people
who died in the line of duty. Eight stars represent private
contractors killed since 9/11. (Photo by: CIA)

Nine years later, well into the Obama administration, the
idea that contractors cost less has been repudiated, and the
administration has made some progress toward its goal of
reducing the number of hired hands by 7 percent over two
years. Still, close to 30 percent of the workforce in the in-
telligence agencies is contractors.

"For too long, we've depended on contractors to do the
operational work that ought to be done" by CIA employ-
ees, Panetta said. But replacing them "doesn't happen
overnight. When you've been dependent on contractors for
so long, you have to build that expertise over time."

A second concern of Panetta's: contracting with corpora-
tions, whose responsibility "is to their shareholders, and
that does present an inherent conflict."

Or as Gates, who has been in and out of government his
entire life, puts it: "You want somebody who's really in it
for a career because they're passionate about it and because
they care about the country and not just because of the
money."

Contractors can offer more money - often twice as much -
to experienced federal employees than the government is
allowed to pay them. And because competition among
firms for people with security clearances is so great, corpo-
rations offer such perks as BMWs and $15,000 signing
bonuses, as Raytheon did in June for software developers
with top-level clearances.

The idea that the government would save money on a con-
tract workforce "is a false economy," said Mark M.
Lowenthal, a former senior CIA official and now president
of his own intelligence training academy.

As companies raid federal agencies of talent, the govern-
ment has been left with the youngest intelligence staffs
ever while more experienced employees move into the
private sector. This is true at the CIA, where employees
from 114 firms account for roughly a third of the
workforce, or about 10,000 positions. Many of them are
temporary hires, often former military or intelligence
agency employees who left government service to work
less and earn more while drawing a federal pension.

Across the government, such workers are used in every
conceivable way.

Contractors kill enemy fighters. They spy on foreign gov-
ernments and eavesdrop on terrorist networks. They help
craft war plans. They gather information on local factions
in war zones. They are the historians, the architects, the
recruiters in the nation's most secretive agencies. They
staff watch centers across the Washington area. They are
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among the most trusted advisers to the four-star generals
leading the nation's wars.

The role of private contractors

As Top Secret America has grown, the government has
become more dependent on contractors with matching se-
curity clearances. Launch Gallery »

So great is the government's appetite for private contrac-
tors with top-secret clearances that there are now more
than 300 companies, often nicknamed "body shops," that
specialize in finding candidates, often for a fee that ap-
proaches $50,000 a person, according to those in the busi-
ness.

Making it more difficult to replace contractors with federal
employees: The government doesn't know how many are
on the federal payroll. Gates said he wants to reduce the
number of defense contractors by about 13 percent, to pre-
9/11 levels, but he's having a hard time even getting a ba-
sic head count.

"This is a terrible confession," he said. "I can't get a num-
ber on how many contractors work for the Office of the
Secretary of Defense," referring to the department's civil-
ian leadership.

The Post's estimate of 265,000 contractors doing top-secret
work was vetted by several high-ranking intelligence offi-
cials who approved of The Post's methodology. The news-
paper's Top Secret America database includes 1,931 com-
panies that perform work at the top-secret level. More than
a quarter of them - 533 - came into being after 2001, and
others that already existed have expanded greatly. Most are
thriving even as the rest of the United States struggles with
bankruptcies, unemployment and foreclosures.

The privatization of national security work has been made
possible by a nine-year "gusher" of money, as Gates re-
cently described national security spending since the 9/11
attacks.

With so much money to spend, managers do not always
worry about whether they are spending it effectively.

"Someone says, 'Let's do another study,' and because no
one shares information, everyone does their own study,"
said Elena Mastors, who headed a team studying the al-
Qaeda leadership for the Defense Department. "It's about
how many studies you can orchestrate, how many people
you can fly all over the place. Everybody's just on a
spending spree. We don't need all these people doing all
this stuff."

Most of these contractors do work that is fundamental to
an agency's core mission. As a result, the government has
become dependent on them in a way few could have fore-
seen: wartime temps who have become a permanent cadre.

Just last week, typing "top secret" into the search engine of
a major jobs Web site showed 1,951 unfilled positions in
the Washington area, and 19,759 nationwide: "Target
analyst," Reston. "Critical infrastructure specialist,"

Washington, D.C. "Joint expeditionary team member,"
Arlington.

"We could not perform our mission without them. They
serve as our 'reserves,' providing flexibility and expertise
we can't acquire," said Ronald Sanders, who was chief of
human capital for the Office of the Director of National
Intelligence before retiring in February. "Once they are on
board, we treat them as if they're a part of the total force."

The Post's investigation is based on government docu-
ments and contracts, job descriptions, property records,
corporate and social networking Web sites, additional rec-
ords, and hundreds of interviews with intelligence, military
and corporate officials and former officials. Most re-
quested anonymity either because they are prohibited from
speaking publicly or because, they said, they feared re-
taliation at work for describing their concerns.

The investigation focused on top-secret work because the
amount classified at the secret level is too large to accu-
rately track. A searchable database of government organi-
zations and private companies was built entirely on public
records. [For an explanation of the newspaper's decision
making behind this project, please see the Editor's Note.]

----

The national security industry sells the military and intelli-
gence agencies more than just airplanes, ships and tanks. It
sells contractors' brain power. They advise, brief and work
everywhere, including 25 feet under the Pentagon in a
bunker where they can be found alongside military per-
sonnel in battle fatigues monitoring potential crises
worldwide.

Late at night, when the wide corridors of the Pentagon are
all but empty, the National Military Command Center
hums with purpose. There's real-time access to the location
of U.S. forces anywhere in the world, to granular satellite
images or to the White House Situation Room.

The purpose of all this is to be able to answer any question
the chairman of the Joint Chiefs of Staff might have. To be
ready 24 hours a day, every day, takes five brigadier gen-
erals, a staff of colonels and senior noncommissioned offi-
cers - and a man wearing a pink contractor badge and a
bright purple shirt and tie.

Erik Saar's job title is "knowledge engineer." In one of the
most sensitive places in America, he is the only person in
the room who knows how to bring data from far afield,
fast. Saar and four teammates from a private company,
SRA International, teach these top-ranked staff officers to
think in Web 2.0. They are trying to push a tradition-bound
culture to act differently, digitally.

Help wanted: professionals with security clearances

Recruiters for companies that hold government contracts
meet with job seekers who have security clearances at a
Targeted Job Fairs event in McLean, Va. Launch Video »

That sometimes means asking for help in a public online
chat room or exchanging ideas on shared Web pages out-
side the military computer networks dubbed .mil - things
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much resisted within the Pentagon's self-sufficient culture.
"Our job is to change the perception of leaders who might
drive change," Saar said.

Since 9/11, contractors have made extraordinary contribu-
tions - and extraordinary blunders - that have changed
history and clouded the public's view of the distinction
between the actions of officers sworn on behalf of the
United States and corporate employees with little more
than a security badge and a gun.

Contractor misdeeds in Iraq and Afghanistan have hurt
U.S. credibility in those countries as well as in the Middle
East. Abuse of prisoners at Abu Ghraib, some of it done by
contractors, helped ignite a call for vengeance against the
United States that continues today. Security guards work-
ing for Blackwater added fuel to the five-year violent
chaos in Iraq and became the symbol of an America run
amok.

Contractors in war zones, especially those who can fire
weapons, blur "the line between the legitimate and ille-
gitimate use of force, which is just what our enemies
want," Allison Stanger, a professor of international politics
and economics at Middlebury College and the author of
"One Nation Under Contract," told the independent Com-
mission on Wartime Contracting at a hearing in June.

Misconduct happens, too. A defense contractor formerly
called MZM paid bribes for CIA contracts, sending Randy
"Duke" Cunningham, who was a California congressman
on the intelligence committee, to prison. Guards employed
in Afghanistan by ArmorGroup North America, a private
security company, were caught on camera in a lewd-
partying scandal.

But contractors have also advanced the way the military
fights. During the bloodiest months in Iraq, the founder of
Berico Technologies, a former Army officer named Guy
Filippelli, working with the National Security Agency,
invented a technology that made finding the makers of
roadside bombs easier and helped stanch the number of
casualties from improvised explosives, according to NSA
officials.

Contractors have produced blueprints and equipment for
the unmanned aerial war fought by drones, which have
killed the largest number of senior al-Qaeda leaders and
produced a flood of surveillance videos. A dozen firms
created the transnational digital highway that carries the
drones' real-time data on terrorist hide-outs from overseas
to command posts throughout the United States.

Private firms have become so thoroughly entwined with
the government's most sensitive activities that without
them important military and intelligence missions would
have to cease or would be jeopardized. Some examples:

*At the Department of Homeland Security (DHS), the
number of contractors equals the number of federal em-
ployees. The department depends on 318 companies for
essential services and personnel, including 19 staffing
firms that help DHS find and hire even more contractors.
At the office that handles intelligence, six out of 10 em-
ployees are from private industry.

*The National Security Agency, which conducts world-
wide electronic surveillance, hires private firms to come up
with most of its technological innovations. The NSA used
to work with a small stable of firms; now it works with at
least 484 and is actively recruiting more.

*The National Reconnaissance Office cannot produce,
launch or maintain its large satellite surveillance systems,
which photograph countries such as China, North Korea
and Iran, without the four major contractors it works with.

*Every intelligence and military organization depends on
contract linguists to communicate overseas, translate
documents and make sense of electronic voice intercepts.
The demand for native speakers is so great, and the amount
of money the government is willing to pay for them is so
huge, that 56 firms compete for this business.

*Each of the 16 intelligence agencies depends on corpora-
tions to set up its computer networks, communicate with
other agencies' networks, and fuse and mine disparate bits
of information that might indicate a terrorist plot. More
than 400 companies work exclusively in this area, building
classified hardware and software systems.

Hiring contractors was supposed to save the government
money. But that has not turned out to be the case. A 2008
study published by the Office of the Director of National
Intelligence found that contractors made up 29 percent of
the workforce in the intelligence agencies but cost the
equivalent of 49 percent of their personnel budgets. Gates
said that federal workers cost the government 25 percent
less than contractors.

The process of reducing the number of contractors has
been slow, if the giant Office of Naval Intelligence in
Suitland is any example. There, 2,770 people work on the
round-the-clock maritime watch floor tracking commercial
vessels, or in science and engineering laboratories, or in
one of four separate intelligence centers. But it is the em-
ployees of 70 information technology companies who keep
the place operating.

They store, process and analyze communications and in-
telligence transmitted to and from the entire U.S. naval
fleet and commercial vessels worldwide. "Could we keep
this building running without contractors?" said the captain
in charge of information technology. "No, I don't think we
could keep up with it."

Vice Adm. David J. "Jack" Dorsett, director of naval intel-
ligence, said he could save millions each year by convert-
ing 20 percent of the contractor jobs at the Suitland com-
plex to civil servant positions. He has gotten the go-ahead,
but it's been a slow start. This year, his staff has converted
one contractor job and eliminated another - out of 589. "It's
costing me an arm and a leg," Dorsett said.

Washington's corridors of power stretch in a nearly straight
geographical line from the Supreme Court to the Capitol to
the White House. Keep going west, across the Potomac
River, and the unofficial seats of power - the private, cor-
porate ones - become visible, especially at night. There in
the Virginia suburbs are the brightly illuminated company
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logos of Top Secret America: Northrop Grumman, SAIC,
General Dynamics.

Of the 1,931 companies identified by The Post that work
on top-secret contracts, about 110 of them do roughly 90
percent of the work on the corporate side of the defense-
intelligence-corporate world.

To understand how these firms have come to dominate the
post-9/11 era, there's no better place to start than the Hern-
don office of General Dynamics. One recent afternoon
there, Ken Pohill was watching a series of unclassified
images, the first of which showed a white truck moving
across his computer monitor.

The truck was in Afghanistan, and a video camera bolted
to the belly of a U.S. surveillance plane was following it.
Pohill could access a dozen images that might help an in-
telligence analyst figure out whether the truck driver was
just a truck driver or part of a network making roadside
bombs to kill American soldiers.

Defense Secretary Robert M. Gates says he would like to
reduce the number of defense contractors to pre-9/11 lev-
els. (Photo by: Melina Mara | The Washington Post)

To do this, he clicked his computer mouse. Up popped a
picture of the truck driver's house, with notes about visi-
tors. Another click. Up popped infrared video of the vehi-
cle. Click: Analysis of an object thrown from the driver's
side. Click: U-2 imagery. Click: A history of the truck's
movement. Click. A Google Earth map of friendly forces.
Click: A chat box with everyone else following the truck,
too.

Ten years ago, if Pohill had worked for General Dynamics,
he probably would have had a job bending steel. Then, the
company's center of gravity was the industrial port city of
Groton, Conn., where men and women in wet galoshes
churned out submarines, the thoroughbreds of naval war-
fare. Today, the firm's commercial core is made up of data
tools such as the digital imagery library in Herndon and
the secure BlackBerry-like device used by President
Obama, both developed at a carpeted suburban office by
employees in loafers and heels.

The evolution of General Dynamics was based on one
simple strategy: Follow the money.

The company embraced the emerging intelligence-driven
style of warfare. It developed small-target identification
systems and equipment that could intercept an insurgent's
cellphone and laptop communications. It found ways to
sort the billions of data points collected by intelligence
agencies into piles of information that a single person
could analyze.

It also began gobbling up smaller companies that could
help it dominate the new intelligence landscape, just as its
competitors were doing. Between 2001 and 2010, the
company acquired 11 firms specializing in satellites, sig-
nals and geospatial intelligence, surveillance, reconnais-
sance, technology integration and imagery.

On Sept. 11, 2001, General Dynamics was working with
nine intelligence organizations. Now it has contracts with
all 16. Its employees fill the halls of the NSA and DHS.
The corporation was paid hundreds of millions of dollars
to set up and manage DHS's new offices in 2003, including
its National Operations Center, Office of Intelligence and
Analysis and Office of Security. Its employees do every-
thing from deciding which threats to investigate to an-
swering phones.

General Dynamics' bottom line reflects its successful trans-
formation. It also reflects how much the U.S. government -
the firm's largest customer by far - has paid the company
beyond what it costs to do the work, which is, after all, the
goal of every profit-making corporation.

The company reported $31.9 billion in revenue in 2009, up
from $10.4 billion in 2000. Its workforce has more than
doubled in that time, from 43,300 to 91,700 employees,
according to the company.

Revenue from General Dynamics' intelligence- and infor-
mation-related divisions, where the majority of its top-
secret work is done, climbed to $10 billion in the second
quarter of 2009, up from $2.4 billion in 2000, accounting
for 34 percent of its overall revenue last year.

The company's profitability is on display in its Falls
Church headquarters. There's a soaring, art-filled lobby,
bistro meals served on china enameled with the General
Dynamics logo and an auditorium with seven rows of
white leather-upholstered seats, each with its own micro-
phone and laptop docking station.

General Dynamics now has operations in every corner of
the intelligence world. It helps counterintelligence opera-
tors and trains new analysts. It has a $600 million Air
Force contract to intercept communications. It makes $1
billion a year keeping hackers out of U.S. computer net-
works and encrypting military communications. It even
conducts information operations, the murky military art of
trying to persuade foreigners to align their views with U.S.
interests.

"The American intelligence community is an important
market for our company," said General Dynamics spokes-
man Kendell Pease. "Over time, we have tailored our or-
ganization to deliver affordable, best-of-breed products
and services to meet those agencies' unique requirements."

In September 2009, General Dynamics won a $10 million
contract from the U.S. Special Operations Command's
psychological operations unit to create Web sites to influ-
ence foreigners' views of U.S. policy. To do that, the com-
pany hired writers, editors and designers to produce a set
of daily news sites tailored to five regions of the world.
They appear as regular news Web sites, with names such
as "SETimes.com: The News and Views of Southeast
Europe." The first indication that they are run on behalf of
the military comes at the bottom of the home page with the
word "Disclaimer." Only by clicking on that do you learn
that "the Southeast European Times (SET) is a Web site
sponsored by the United States European Command."
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What all of these contracts add up to: This year, General
Dynamics' overall revenue was $7.8 billion in the first
quarter, Jay L. Johnson, the company's chief executive and
president, said at an earnings conference call in April.
"We've hit the deck running in the first quarter," he said,
"and we're on our way to another successful year."

----

In the shadow of giants such as General Dynamics are
1,814 small to midsize companies that do top-secret work.
About a third of them were established after Sept. 11,
2001, to take advantage of the huge flow of taxpayer
money into the private sector. Many are led by former in-
telligence agency officials who know exactly whom to
approach for work.

Abraxas of Herndon, headed by a former CIA spy, quickly
became a major CIA contractor after 9/11. Its staff even
recruited midlevel managers during work hours from the
CIA's cafeteria, former agency officers recall.

Other small and medium-size firms sell niche technical
expertise such as engineering for low-orbit satellites or
long-dwell sensors. But the vast majority have not in-
vented anything at all. Instead, they replicate what the
government's workforce already does.

A company called SGIS, founded soon after the 2001 at-
tacks, was one of these.

An alternative geography

Since Sept. 11, 2001, the top-secret world created to re-
spond to the terrorist attacks has grown into an unwieldy
enterprise spread over 10,000 U.S. locations. Launch Gal-
lery »

In June 2002, from the spare bedroom of his San Diego
home, 30-year-old Hany Girgis put together an informa-
tion technology team that won its first Defense Department
contract four months later. By the end of the year, SGIS
had opened a Tampa office close to the U.S. Central
Command and Special Operations Command, had turned a
profit and had 30 employees.

SGIS sold the government the services of people with spe-
cialized skills; expanding the types of teams it could put
together was one key to its growth. Eventually it offered
engineers, analysts and cyber-security specialists for mili-
tary, space and intelligence agencies. By 2003, the com-
pany's revenue was $3.7 million. By then, SGIS had be-
come a subcontractor for General Dynamics, working at
the secret level. Satisfied with the partnership, General
Dynamics helped SGIS receive a top-secret facility clear-
ance, which opened the doors to more work.

By 2006, its revenue had multiplied tenfold, to $30.6 mil-
lion, and the company had hired employees who special-
ized in government contracting just to help it win more
contracts.

"We knew that's where we wanted to play," Girgis said in
a phone interview. "There's always going to be a need to
protect the homeland."

Eight years after it began, SGIS was up to revenue of $101
million, 14 offices and 675 employees. Those with top-
secret clearances worked for 11 government agencies, ac-
cording to The Post's database.

The company's marketing efforts had grown, too, both in
size and sophistication. Its Web site, for example, showed
an image of Navy sailors lined up on a battleship over the
words "Proud to serve" and another image of a Navy heli-
copter flying near the Statue of Liberty over the words
"Preserving freedom." And if it seemed hard to distinguish
SGIS's work from the government's, it's because they were
doing so many of the same things. SGIS employees re-
placed military personnel at the Pentagon's 24/7 telecom-
munications center. SGIS employees conducted terrorist
threat analysis. SGIS employees provided help-desk sup-
port for federal computer systems.

Still, as alike as they seemed, there were crucial differ-
ences.

For one, unlike in government, if an SGIS employee did a
good job, he might walk into the parking lot one day and
be surprised by co-workers clapping at his latest bonus: a
leased, dark-blue Mercedes convertible. And he might say,
as a video camera recorded him sliding into the soft leather
driver's seat, "Ahhhh . . . this is spectacular."

And then there was what happened to SGIS last month,
when it did the one thing the federal government can never
do.

It sold itself.

The new owner is a Fairfax-based company called Salient
Federal Solutions, created just last year. It is a manage-
ment company and a private-equity firm with lots of
Washington connections that, with the purchase of SGIS, it
intends to parlay into contracts.

"We have an objective," says chief executive and President
Brad Antle, "to make $500 million in five years."

----

Of all the different companies in Top Secret America, the
most numerous by far are the information technology, or
IT, firms. About 800 firms do nothing but IT.

Some IT companies integrate the mishmash of computer
systems within one agency; others build digital links be-
tween agencies; still others have created software and
hardware that can mine and analyze vast quantities of data.

Anti-Deception Technologies

From avatars and lasers to thermal cameras and fidget
meters, this multimedia gallery takes a look at some of the
latest technologies being developed by the government and
private companies to thwart terrorists. Launch Gallery »

The government is nearly totally dependent on these firms.
Their close relationship was on display recently at the De-
fense Intelligence Agency's annual information technology
conference in Phoenix. The agency expected the same IT
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firms angling for its business to pay for the entire five-day
get-together, a DIA spokesman confirmed.

And they did.

General Dynamics spent $30,000 on the event. On a per-
fect spring night, it hosted a party at Chase Field, a 48,569-
seat baseball stadium, reserved exclusively for the confer-
ence attendees. Government buyers and corporate sellers
drank beer and ate hot dogs while the DIA director's
morning keynote speech replayed on the gigantic score-
board, digital baseballs bouncing along the bottom of the
screen.

Carahsoft Technology, a DIA contractor, invited guests to
a casino night where intelligence officials and vendors ate,
drank and bet phony money at craps tables run by profes-
sional dealers.

The McAfee network security company, a Defense De-
partment contractor, welcomed guests to a Margaritaville-
themed social on the garden terrace of the hotel across the
street from the convention site, where 250 firms paid thou-
sands of dollars each to advertise their services and make
their pitches to intelligence officials walking the exhibition
hall.

Government officials and company executives say these
networking events are critical to building a strong relation-
ship between the public and private sectors.

"If I make one contact each day, it's worth it," said Tom
Conway, director of federal business development for
McAfee.

As for what a government agency gets out of it: "Our goal
is to be open and learn stuff," said Grant M. Schneider, the
DIA's chief information officer and one of the conference's
main draws. By going outside Washington, where many of
the firms are headquartered, "we get more synergy. . . . It's
an interchange with industry."

These types of gatherings happen every week. Many of
them are closed to anyone without a top-secret clearance.

At a U.S. Special Operations Command conference in
Fayetteville, N.C., in April, vendors paid for access to
some of the people who decide what services and gadgets
to buy for troops. In mid-May, the national security indus-
try held a black-tie evening funded by the same corpora-
tions seeking business from the defense, intelligence and
congressional leaders seated at their tables.

Such coziness worries other officials who believe the post-
9/11 defense-intelligence-corporate relationship has be-
come, as one senior military intelligence officer described
it, a "self-licking ice cream cone."

Another official, a longtime conservative staffer on the
Senate Armed Services Committee, described it as "a liv-
ing, breathing organism" impossible to control or curtail.
"How much money has been involved is just mind-
boggling," he said. "We've built such a vast instrument.
What are you going to do with this thing? . . . It's turned
into a jobs program."

Even some of those gathered in Phoenix criticized the size
and disjointedness of the intelligence community and its
contracting base. "Redundancy is the unacceptable norm,"
Lt. Gen. Richard P. Zahner, Army deputy chief of staff for
intelligence, told the 2,000 attendees. "Are we spending
our resources effectively? . . . If we have not gotten our
houses in order, someone will do it for us."

On a day that also featured free back rubs, shoeshines, ice
cream and fruit smoothies, another speaker, Kevin P.
Meiners, a deputy undersecretary for intelligence, gave the
audience what he called "the secret sauce," the key to
thriving even when the Defense Department budget even-
tually stabilizes and stops rising so rapidly.

"Overhead," Meiners told them - that's what's going to get
cut first. Overhead used to mean paper clips and toner.
Now it's information technology, IT, the very products and
services sold by the businesspeople in the audience.

"You should describe what you do as a weapons system,
not overhead," Meiners instructed. "Overhead to them -
I'm giving you the secret sauce here - is IT and people. . . .
You have to foot-stomp hard that this is a war-fighting
system that's helping save people's lives every day."

After he finished, many of the government officials lis-
tening headed to the exhibit hall, where company sales-
people waited in display booths. Peter Coddington, chief
executive of InTTENSITY, a small firm whose software
teaches computers to "read" documents, was ready for
them.

"You have to differentiate yourself," he said as they fanned
out into the aisles. Coddington had glass beer mugs and
pens twirling atop paperweight pyramids to help persuade
officials of the nation's largest military intelligence agency
that he had something they needed.

But first he needed them to stop walking so fast, to slow
down long enough for him to start his pitch. His twirling
pens seemed to do the job. "It's like moths to fire," Cod-
dington whispered.

A DIA official with a tote bag approached. She spotted the
pens, and her pace slowed. "Want a pen?" Coddington
called.

She hesitated. "Ah . . . I have three children," she said.

"Want three pens?"

She stopped. In Top Secret America, every moment is an
opportunity.

"We're a text extraction company. . . ," Coddington began,
handing her the pens.

Staff researcher Julie Tate contributed to this report.


